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This policy applies to: Pupils, staff, governors, supply and temporary staff, volunteers, contractors, visitors and any other authorised person using Manuden accounts, devices, systems, network, Wi-Fi or data.
Related documents: Online Safety Policy; Child Protection and Safeguarding Policy; Behaviour Policy; Staff Code of Conduct; Data Protection Policy and privacy notices; Mobile Phone arrangements; Whistleblowing Policy; Volunteer Policy and Guidance.


1. Purpose and principles
Digital technology is an important part of teaching, learning, safeguarding, communication and school administration at Manuden Primary School. This policy sets clear expectations for safe, responsible, lawful and professional use of school technology, accounts, networks, data and online services.
The school will provide age-appropriate access to technology while maintaining appropriate safeguards. Acceptable use is not simply an IT issue: it supports safeguarding, data protection, cyber security, behaviour, professional conduct and the effective operation of the school.
Anyone given access to Manuden systems, network, Wi-Fi or data is expected to understand and follow the relevant acceptable use requirements. Access is provided for legitimate educational or school purposes and may be withdrawn or restricted where necessary.
2. Legal framework and guidance
This policy has regard to current legislation and national guidance, including:
Keeping Children Safe in Education 2026;
DfE Meeting digital and technology standards in schools and colleges – Cyber security: core standard;
DfE Filtering and monitoring: core standard;
DfE Data protection in schools guidance, including 2026 updates;
Data Protection Act 2018, UK GDPR and the Data (Use and Access) Act 2025;
Computer Misuse Act 1990;
Copyright, Designs and Patents Act 1988;
Equality Act 2010;
DfE guidance on generative artificial intelligence in education;
DfE statutory guidance on mobile phones in schools (2026).
3. Roles and responsibilities
Governing Body
approve this policy and provide strategic oversight of cyber security, online safety and filtering and monitoring;
receive assurance that appropriate systems, training and controls are in place;
ensure at least one governor receives appropriate cyber-security and online-safety information or training.
Headteacher / Policy Lead
ensure the policy is implemented and reviewed annually;
work with the DSL, DPO and IT support to keep expectations current;
ensure staff, pupils and other users receive appropriate information and training;
authorise exceptions where appropriate and ensure these are documented where required;
respond to serious or repeated breaches and ensure safeguarding, data-protection or disciplinary routes are followed where necessary.
IT Support, DSL and DPO
The school will draw on the specialist roles of IT support, the Designated Safeguarding Lead and the Data Protection Officer. Technical staff advise on security and systems; the DSL leads on safeguarding implications; and the DPO advises on lawful and secure processing of personal data. Technical staff do not make safeguarding decisions.
All users
Every user is responsible for following the agreement relevant to their role, protecting accounts and data, reporting concerns promptly and using technology in a way that is safe, lawful, respectful and consistent with school policies.
4. Accounts, passwords and access
Users must use their own account where an individual account has been issued and must not use another person’s credentials.
Passwords and authentication codes must be kept private and must not be shared, written where others can see them, or reused in ways that create avoidable risk.
Multi-factor authentication must be used where provided. Staff may use a personal phone for approved MFA purposes.
Devices must be locked when unattended and users must sign out of shared devices when finished.
Users must only access systems, folders, files and personal information needed for their authorised role or learning.
Attempts to gain unauthorised access, change permissions, obtain another user’s password, or interfere with school systems are prohibited.
Accounts must not be shared with family members or other unauthorised people, including when a device is used away from school.
5. School devices, mixed devices and personal devices
Manuden uses a mixture of school-managed laptops, desktops, tablets and other digital devices. The same expectations apply regardless of device type.
School devices must be used carefully and for appropriate educational or professional purposes.
Users must not deliberately damage devices, change security settings, disable management software or install unauthorised software, apps, browser extensions or games.
Lost, stolen or damaged school equipment must be reported promptly.
School data should be stored in approved school systems rather than on personal devices or unapproved cloud services.
USB/removable storage must not be used unless there is an approved need and appropriate security arrangements are in place.
Personal devices used by staff
Personal phones may be used for approved multi-factor authentication and genuine emergencies. Any wider use for school business must follow school instructions and must not undermine safeguarding or data protection.
Personal devices must not be used to photograph, film or make audio recordings of pupils.
Pupil information or school confidential data must not be stored on personal devices.
Personal email, personal cloud storage or personal messaging accounts must not be used for confidential school business.
Personal devices must not be used to access CPOMS or other safeguarding records unless this has been specifically authorised by the Headteacher/DSL and appropriate IT/data-protection safeguards are in place.
Staff personal phones should not be used in the presence of pupils except for an authorised school purpose or genuine emergency.
6. Internet, filtering and monitoring
Manuden maintains filtering and monitoring arrangements on its network and school-managed devices. Filtering is intended to reduce access to illegal, inappropriate or harmful material. Monitoring helps identify concerning activity so that appropriate action can be taken.
	Important: use may be monitored
Users should have no expectation that activity on school accounts, networks or managed devices is private. Filtering, logging and monitoring may record websites, searches, account activity or other relevant use for safeguarding, cyber-security, technical, compliance and operational purposes. Any monitoring will be managed in line with data-protection requirements.


Users must not try to bypass, disable or circumvent filtering, monitoring, security or device-management controls.
If legitimate educational content is blocked, staff should use the agreed route to request review rather than trying to circumvent controls.
If harmful or inappropriate material is accessible, or monitoring appears not to be working, this must be reported promptly.
Safeguarding concerns identified through monitoring must be escalated to the DSL in accordance with the Child Protection and Safeguarding Policy.
Filtering and monitoring arrangements are reviewed at least annually and when significant technology, risk or working-practice changes occur.
7. Email, messaging and communication
Staff must use approved school accounts and platforms for professional communication.
Users must communicate respectfully and professionally and must not send abusive, discriminatory, threatening, sexual, harassing or otherwise inappropriate content.
Staff must not communicate privately with pupils through personal email, personal social-media accounts or personal messaging services.
Confidential or sensitive information must only be shared through approved channels with people who are authorised to receive it.
Unexpected links, attachments, requests for passwords, payment changes or unusual instructions should be treated with caution and reported where suspicious.
Users must not impersonate another person, spoof school communications or deliberately misrepresent the school.
8. Personal data and confidential information
All users must protect personal and confidential information. Access to school information is based on need and must be proportionate to the user’s role.
Personal data must only be accessed, used, shared or stored for authorised school purposes.
Confidential information must not be copied to personal email accounts, personal cloud storage, unauthorised apps or unapproved devices.
Printed or displayed confidential information must not be left where unauthorised people can see it.
Suspected loss, disclosure, misdirection or unauthorised access to personal data must be reported immediately to the Headteacher/school office and DPO route as appropriate.
Users must follow school retention, deletion and disposal arrangements and must not retain data longer than needed.
9. Generative artificial intelligence (AI)
Generative AI can support learning and staff workload when used purposefully and safely. It also creates risks relating to accuracy, bias, safeguarding, confidentiality, intellectual property and data protection.
Staff use of AI
Only school-approved or otherwise authorised AI tools may be used for school work.
Staff remain professionally responsible for the accuracy, suitability and final content of any work produced with AI assistance.
Personal, confidential, safeguarding or identifiable pupil information must not be entered into an AI system unless that specific use has been approved following appropriate DPO/IT consideration.
AI must not replace professional judgement about safeguarding, assessment, teaching, SEND or pupils’ needs.
AI output must be checked for factual accuracy, bias, harmful content, copyright issues and appropriateness before use.
Use of AI should be acknowledged where school procedures or the nature of the work require transparency.
Pupil use of AI
Pupils may only use AI in school where a teacher has approved the activity, the tool is age-appropriate and appropriate safeguards are in place.
Pupils must not use AI to bully, impersonate, humiliate, create sexual or intimate images, generate discriminatory material, bypass security or present generated work dishonestly as their own.
Pupils will be taught that AI-generated information can be inaccurate, fabricated, biased or misleading and should be checked critically.
10. Images, video and audio
Staff and volunteers must use school-owned or specifically authorised devices and approved arrangements when creating images, video or audio of pupils for school purposes.
Personal devices must not be used to photograph or record pupils.
Pupils may only take photographs, video or audio using school technology when an adult has authorised the activity.
Users must not take, edit, create or share images in a way that humiliates, sexualises, harasses, bullies or places another person at risk.
Publishing or sharing pupil images must follow school permissions, safeguarding restrictions, privacy information and data-protection requirements.
11. Social media and public online activity
Only authorised staff may post through official school social-media accounts.
Staff must maintain professional boundaries and must not discuss confidential school matters through personal social media.
Users must not use the school name, branding or systems to publish unlawful, abusive, discriminatory or misleading content.
Pupils must not use school accounts or devices to access social-media services unless specifically authorised for an educational purpose and appropriate for their age.
Concerns about online bullying, harassment or harmful content must be reported through the school’s safeguarding/behaviour routes.
12. Mobile phones and smart technology
Manuden Primary School is a mobile-phone-free school for pupils. Pupil arrangements are set out in the Online Safety and Behaviour policies and reflect the school’s statutory mobile-phone duties.
Where a pupil needs to bring a phone to school, it must be switched off before entering, handed to the school office, stored during the day and collected when the pupil leaves.
Pupils must not retain phones in bags, pockets, classrooms or trays during the school day.
Smart watches or similar devices capable of communication, internet access or recording must have those functions disabled; if this cannot be done satisfactorily, the device may need to be stored at the office.
Reasonable adjustments or exceptional arrangements may be authorised by the Headteacher where required.
13. Copyright, intellectual property and content creation
Users must respect copyright, licensing and intellectual-property rights.
Work, images, music, video, software and other material must not be copied, uploaded, downloaded or distributed unlawfully.
Sources should be acknowledged where appropriate and pupils should be taught not to present another person’s or AI-generated work dishonestly as their own.
School-created resources or information containing personal/confidential data must not be uploaded to public services without authorisation.
14. Prohibited and unacceptable activity
The following are prohibited unless an activity has been specifically authorised for legitimate technical, safeguarding or curriculum purposes:
accessing, creating, storing or sharing illegal, sexual, extremist, hateful, discriminatory or otherwise seriously harmful material;
cyberbullying, harassment, threats, impersonation or discriminatory abuse;
creating, requesting, possessing or sharing nude/semi-nude or sexually explicit images, including AI-generated or digitally altered imagery;
attempting to bypass filtering, monitoring, passwords, device management or other security controls;
introducing malware, malicious code or intentionally disruptive software;
hacking, scanning, probing or attempting to gain unauthorised access to devices, accounts or networks;
installing unapproved applications, software or browser extensions;
using school technology for gambling, unlawful financial activity, fraud, cryptocurrency mining or unauthorised commercial activity;
using another person’s account or allowing another person to use an account issued to you;
deliberately deleting, damaging, altering or concealing another person’s work, data or records.
15. Reporting concerns, incidents and mistakes
Users are expected to report concerns promptly. A pupil or member of staff will not be criticised merely for reporting that they clicked something accidentally, made a genuine mistake or encountered harmful material. Early reporting allows the school to protect people and systems.
	Concern
	Report to / action

	Safeguarding or harmful online content
	DSL or Deputy DSL immediately; follow the Child Protection and Safeguarding Policy.

	Data breach or loss of personal/confidential information
	Headteacher / School Office immediately; DPO route as appropriate.

	Suspicious email, malware, compromised account or cyber incident
	IT support and Headteacher promptly; do not continue interacting with suspicious content.

	Filtering/monitoring not working or legitimate material blocked
	Report through the agreed school/IT route. Do not bypass controls.

	Concern about an adult’s technology use
	Follow safeguarding allegations/low-level concern procedures; do not investigate personally.


16. Breaches and consequences
The response to a breach will be proportionate to the user, seriousness, intent, impact and safeguarding/cyber-security risk. The school may restrict or remove access while a concern is considered.
Pupil breaches may be addressed through the Behaviour Policy, alongside education, safeguarding support or parental involvement as appropriate.
Staff breaches may be managed through the Staff Code of Conduct, safeguarding, disciplinary, capability or data-protection procedures as appropriate.
Volunteer, contractor or visitor access may be restricted or withdrawn.
Serious matters may be referred to the DPO, local authority, LADO, police, Report Fraud or other relevant agency as appropriate.
A safeguarding concern always takes priority over an IT or disciplinary investigation.
17. Training, induction and annual agreement
The school will provide age- and role-appropriate information and training. Cyber-security and online-safety expectations will be reinforced throughout the year and when risks or systems change.
All staff will read and sign the Staff Acceptable Use Agreement annually, normally at the start of the academic year, and new staff will do so as part of induction.
KS2 pupils will be taught the expectations and will sign the pupil agreement each academic year.
EYFS and KS1 pupils will learn and revisit the simpler child-friendly rules with their teachers rather than being expected to sign a complex policy.
Parents/carers will be informed of the pupil rules through school communications, normally including the start-of-year newsletter, and may be asked to acknowledge electronically that they have read and discussed them with their child.
Supply staff, volunteers, contractors, visitors and guests who require network, Wi-Fi, system or data access will be made aware of and agree to the relevant acceptable use conditions.
18. Monitoring and review
The Headteacher will monitor implementation of this policy in conjunction with the DSL, IT support and DPO as appropriate. The policy will be reviewed at least annually and earlier where technology, school systems, national guidance, cyber-security risks, filtering/monitoring arrangements or safeguarding practice change.
The Governing Body will approve the policy and receive appropriate assurance about cyber security, online safety and filtering and monitoring. Individual user activity will only be shared with governors where appropriate and confidentiality will be protected.
19. Further guidance
DfE cyber security core standard: Meeting digital and technology standards in schools and colleges
DfE filtering and monitoring core standard: Filtering and monitoring: core standard
Keeping Children Safe in Education 2026: KCSIE
DfE data protection guidance: Data protection in schools
Appendix 1 – Staff Acceptable Use Agreement
This agreement applies to all employees, supply and temporary staff and any other adult given staff-level access to Manuden technology, systems or data. It should be read with the full Acceptable Use of Technology Policy, Staff Code of Conduct, Online Safety Policy and Child Protection and Safeguarding Policy.
By signing, I confirm that I will:
use school technology, accounts and data only for authorised professional purposes;
keep passwords and authentication information secure and use MFA where provided;
lock devices when unattended and protect school equipment from loss, theft or unauthorised use;
use approved school accounts and systems for professional communication and confidential work;
protect personal data and report any suspected data breach, loss or misdirection immediately;
follow filtering, monitoring and cyber-security requirements and never try to bypass controls;
report safeguarding concerns to the DSL/Deputy DSL immediately and report technical/cyber concerns promptly;
use personal phones only as permitted, including approved MFA or genuine emergencies, and never use a personal device to photograph or record pupils;
not store pupil/confidential information on personal devices or unapproved services;
only access CPOMS or other safeguarding records from a personal device where this has been specifically authorised and appropriately secured;
use AI only in line with school-approved arrangements, never entering personal/confidential/safeguarding data unless that specific use has been authorised after appropriate DPO/IT consideration;
fact-check AI output and remain professionally responsible for all final work;
maintain professional boundaries in email, messaging, social media and all online communication;
respect copyright, licensing and intellectual-property requirements;
tell the school promptly if I think an account or device has been compromised or I make a mistake that may create a safeguarding, data-protection or cyber-security risk;
understand that school accounts, networks and managed devices may be filtered, logged and monitored.
	If something goes wrong
Report it promptly. Do not conceal a mistake, delete evidence, investigate a safeguarding concern yourself or continue interacting with suspicious content.

	Name
	

	Role
	

	Signature
	

	Date
	


Appendix 2 – KS2 Pupil Acceptable Use Agreement
Technology helps us learn, create and communicate. These rules help keep you, other people and the school safe. Your teacher will explain anything you are unsure about.
I will be SAFE
I will use my own school login and keep my password private.
I will use school devices and websites only for activities an adult has agreed.
I will not try to get around the school’s filters, monitoring or security.
I will not share personal information such as my home address, phone number or passwords.
I will tell a trusted adult straight away if I see something worrying, upsetting, frightening or inappropriate.
I will not arrange to meet someone I only know online.
I will not open suspicious links, downloads or messages and will ask an adult if I am unsure.
I will be RESPECTFUL
I will use kind and appropriate language online.
I will not bully, threaten, embarrass or deliberately upset another person.
I will not take, change or share someone’s photograph, video, audio or work without permission.
I will respect other people’s accounts, files and work.
I will not pretend to be another person or use someone else’s login.
I will tell an adult if I see someone being treated badly online.
I will be READY TO LEARN
I will use technology for learning when asked and follow adult instructions.
I will look after school devices and report damage or problems.
I will think carefully about whether online information is true and reliable.
I will remember that websites and AI can make mistakes or provide misleading information.
I will only use AI when my teacher has said I may and I will not use it to cheat, impersonate, bully or create harmful images or content.
I will ask for help if I am unsure what to do.
Mobile phones
Manuden is a mobile-phone-free school. If I need to bring a phone to school, I will switch it off before entering, hand it to the school office, leave it stored there during the day and collect it when I leave.
I understand that school devices and accounts may be filtered and monitored to help keep everyone safe.
If I make a mistake online, I will tell an adult so they can help me.
	Pupil name
	

	Pupil signature
	

	Class
	

	Date
	


Appendix 3 – EYFS and KS1 Technology Rules
These rules are designed to be taught and revisited with younger pupils. Children are not expected to sign a complex policy. Staff should use simple language, modelling and reminders appropriate to age and need.
	Our technology rules
Use technology when an adult says it is okay. Be kind. Keep personal information private. Tell an adult if something worries you. Ask before taking or sharing a picture. Look after the equipment. Ask for help if you are unsure.


Child-friendly statements
I use technology for learning and follow my teacher’s instructions.
I keep my password private.
I am kind when I use technology.
I ask an adult before I take a photo, video or recording.
I tell an adult if something on a screen worries or confuses me.
I do not click things I do not understand – I ask for help.
I look after school computers and tablets.
I know that websites and AI do not always tell the truth.
If I make a mistake, I tell an adult so they can help.
For staff
Teachers should revisit these rules regularly, particularly before new apps, online activities or devices are introduced. Adapt language and visual support for pupils with SEND or communication needs.
Appendix 4 – Visitor, Volunteer, Contractor and Guest Agreement
This agreement applies where an authorised visitor, volunteer, contractor or guest is provided with access to Manuden Wi-Fi, devices, systems, accounts or data. Access should be limited to what is necessary for the person’s role.
I agree that I will:
use school access only for the authorised purpose and follow staff instructions;
keep any password, guest credential or account information secure;
not attempt to access systems, files or information that I have not been authorised to use;
not bypass or attempt to bypass filtering, monitoring, security or device controls;
not install software, apps, browser extensions or connect unauthorised equipment without permission;
not use school access to view, create, download or share illegal, harmful, offensive or inappropriate content;
protect confidential information and personal data and not copy or retain it unless specifically authorised;
report any safeguarding concern immediately to the DSL/Deputy DSL and report any technical, cyber-security or data-protection concern promptly;
understand that network, Wi-Fi and school-managed device use may be logged, filtered and monitored;
return or stop using school access when my authorised activity ends.
	Name
	

	Organisation / role
	

	Signature
	

	Date
	


Appendix 5 – Parent/Carer Information and Acknowledgement
Manuden Primary School teaches children how to use technology safely, responsibly and respectfully. We also use filtering and monitoring, age-appropriate supervision and clear rules to reduce online and cyber-security risks.
At the beginning of each academic year, the school will normally share the relevant pupil technology rules with families through the newsletter or another school communication. Parents/carers are asked to read and discuss the rules with their child and reinforce them at home where appropriate.
What parents/carers should know
KS2 pupils will normally sign the pupil Acceptable Use Agreement each year.
EYFS and KS1 pupils will learn and revisit simpler, age-appropriate technology rules in class.
Pupils have individual school accounts/logins where these are issued and must not share them.
School network and managed-device use may be filtered and monitored for safeguarding, cyber-security and operational purposes.
Manuden is a mobile-phone-free school for pupils during the school day.
Pupil use of generative AI in school is only permitted where a teacher has authorised an age-appropriate activity.
Parents/carers should contact the school if online activity outside school is affecting their child’s safety, wellbeing or relationships in school.
Suggested electronic acknowledgement
	For newsletter / Microsoft Forms
I confirm that I have read Manuden Primary School’s pupil acceptable-use expectations and have discussed the age-appropriate rules with my child. I understand that the school uses filtering and monitoring and that concerns about online safety should be raised with the school.


Where electronic acknowledgement is used, the school may retain the response as part of its annual record that parents/carers have been informed. A lack of parental acknowledgement does not remove the school’s responsibility to teach and enforce safe and acceptable use expectations.
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