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Introduction
At Manuden Primary School, our approach to online safety reflects our vision:
“A small school with big ideas... Growing hearts, Growing minds, Growing dreams.”
Digital technology provides valuable opportunities for pupils to learn, communicate, create and prepare for life in an increasingly digital world.
It also presents risks.
Online safety is therefore an essential part of safeguarding at Manuden Primary School. It is not taught only as an isolated computing topic; it is a continuing theme across safeguarding, behaviour, curriculum, staff training, filtering and monitoring, relationships education and our work with families.
We aim to ensure that pupils are able to use technology confidently, critically, responsibly and safely.
This policy applies to:
pupils;
staff;
governors;
volunteers;
supply and temporary staff;
contractors and visitors;
anyone using school devices, systems, networks or online services.
It applies to school-owned technology both on and off the school premises and, where appropriate, to online behaviour outside school that has an impact on pupils, staff or the school community.
Legal Framework and Guidance
This policy has regard to current statutory guidance and national standards, including:
Keeping Children Safe in Education 2026;
DfE Filtering and Monitoring: Core Standard, updated August 2026;
DfE Mobile Phones in Schools statutory guidance, applicable from September 2026;
DfE Teaching Online Safety in Schools guidance;
DfE Generative Artificial Intelligence in Education guidance and Generative AI Product Safety Standards;
DfE Data Protection in Schools guidance;
the Prevent duty guidance and relevant cyber-security standards.
Online safety is embedded within the school’s wider safeguarding arrangements and should be read alongside the Child Protection and Safeguarding Policy.
Our Online Safety Principles
Online safety at Manuden Primary School is based on five principles.
Safeguarding comes first
Online concerns may constitute safeguarding concerns and must be treated accordingly.
Technology should enhance learning
Filtering and monitoring should protect pupils without unnecessarily preventing appropriate teaching and learning.
Pupils need education as well as protection
Technical safeguards alone cannot keep children safe. Pupils need the knowledge, judgement and confidence to recognise risk and seek help.
Adults model safe and responsible use
Staff, governors, visitors and parents have an important role in modelling responsible digital behaviour.
Online safety is everyone’s responsibility
All members of staff must understand their role in identifying, reporting and responding to online-safety concerns.
Understanding Online Risk: The Four C’s
We recognise four broad areas of online risk.
Content
This is what pupils may see, read or hear online.
This may include:
pornography or sexual content;
violent or disturbing material;
racism, misogyny, antisemitism or other hateful content;
self-harm or suicide content;
extremist or radicalising material;
misinformation and disinformation;
conspiracy theories;
age-inappropriate content;
harmful or misleading AI-generated material.
Contact
This concerns who pupils interact with online.
Risks may include:
adults posing as children;
grooming;
exploitation;
coercion or pressure;
unwanted contact;
peer pressure;
harmful interactions through social media, gaming or messaging;
AI systems or applications that simulate relationships or interaction;
financial or criminal exploitation.
Conduct
This concerns how pupils behave online and how the behaviour of others may affect them.
Risks may include:
online bullying;
harassment;
abusive or discriminatory communication;
taking or sharing images without permission;
making, requesting, sending or sharing nude or semi-nude images;
AI-generated or digitally altered sexual images, including deepfakes;
impersonating another person;
deliberately spreading harmful or false information;
damaging another person’s online reputation.
Commerce
This concerns financial and commercial risks.
These may include:
scams;
phishing;
online gambling;
in-game purchases;
inappropriate advertising;
manipulative design;
pressure to spend money;
identity or financial theft.
Pupils will be taught about these risks in an age-appropriate way.
Roles and Responsibilities
Governing Body
The Governing Body will provide strategic oversight of online safety. Governors will:
ensure online safety forms part of the school’s safeguarding arrangements;
ensure appropriate filtering and monitoring systems are in place;
receive assurance that filtering and monitoring arrangements are reviewed at least annually;
ensure leaders have clearly assigned responsibilities for filtering and monitoring;
ensure the responsible governor is involved in the annual filtering and monitoring review and receives the recorded outcome and actions;
receive relevant information about significant online-safety incidents and emerging risks;
ensure staff receive appropriate online-safety training;
provide support and challenge to school leaders.
Headteacher / Online Safety Lead
The Headteacher has strategic responsibility for the school’s approach to online safety. The Headteacher will:
promote a strong culture of online safety;
ensure this policy is implemented consistently;
ensure staff understand their responsibilities;
ensure suitable curriculum provision;
ensure concerns are reported and acted upon;
oversee the school’s mobile-phone-free approach;
ensure new technologies are considered carefully before being introduced;
act as the senior leader responsible for filtering and monitoring unless this responsibility is formally delegated and recorded;
coordinate the annual review of online safety.
Designated Safeguarding Lead
The DSL has lead responsibility for safeguarding, including online safeguarding. The DSL will:
ensure online-safety concerns are considered within the wider safeguarding picture of the child;
provide advice to staff;
respond to concerns involving online abuse, exploitation, grooming, harmful sexual behaviour or other safeguarding matters;
make referrals to external agencies where necessary;
ensure relevant incidents are appropriately recorded on CPOMS;
contribute to filtering and monitoring reviews;
identify emerging online risks affecting pupils.
Filtering and Monitoring Lead
The Headteacher is the named senior leader responsible for filtering and monitoring unless responsibility is formally delegated and recorded. The lead will work with the DSL and technical support provider to ensure arrangements remain appropriate and effective. This includes ensuring:
responsibilities are clearly allocated;
provision is reviewed at least annually;
appropriate checks are undertaken and recorded;
new devices and systems are appropriately protected before use;
concerns arising from filtering or monitoring are escalated appropriately;
staff know how to report over-blocking, under-blocking or other concerns.
IT Support Provider
Technical support will:
maintain filtering and monitoring systems as agreed with school leaders;
support appropriate technical checks;
ensure school-owned devices and services are appropriately protected;
notify school leaders of significant concerns;
support cyber-security arrangements;
provide information needed for the annual filtering and monitoring review.
Technical staff will not make safeguarding decisions. Safeguarding concerns identified through monitoring must be passed to the DSL.
All Staff
All staff are responsible for online safety. Staff must:
model safe and responsible technology use;
follow this policy and the Staff Code of Conduct;
use only approved systems and platforms for school business;
understand the school’s filtering and monitoring arrangements;
know how to report online-safety concerns;
report safeguarding concerns immediately to the DSL or deputy;
report technical concerns to the appropriate IT contact;
supervise pupil technology use appropriately;
teach or reinforce online safety whenever relevant.
Pupils
Pupils are expected to:
follow the school’s Online Safety Rules;
use technology only for agreed purposes in school;
behave respectfully online;
protect passwords and personal information;
tell an adult if they encounter something worrying, harmful or inappropriate;
not attempt to bypass the school’s filtering, monitoring or security systems;
follow the school’s mobile-phone-free expectations.
Parents and Carers
Parents and carers are encouraged to:
talk regularly with children about their online lives;
support age restrictions and safe use of apps, games and platforms;
encourage children to report concerns;
support the school’s expectations regarding online conduct and mobile phones;
inform the school where an online incident outside school may affect a child’s safety or wellbeing in school.
Filtering and Monitoring
Manuden Primary School will maintain appropriate filtering and monitoring systems on school networks and school-managed devices.
Filtering is intended to prevent access to illegal, inappropriate or harmful material. Monitoring supports the identification of potentially concerning activity so that appropriate action can be taken.
No filtering system can remove all online risk. Effective online safety therefore also relies on:
appropriate supervision;
education;
responsible behaviour;
effective safeguarding procedures.
The school will ensure that filtering and monitoring arrangements:
reflect the age and needs of pupils;
take account of pupils who may be particularly vulnerable;
cover school-owned internet-connected devices and services;
operate appropriately where school-managed devices are used away from school, where technically applicable;
block harmful and illegal material without unnecessarily restricting legitimate teaching and learning;
allow relevant activity or concerns to be attributable to users where possible;
are considered when new devices, systems, apps or services are introduced;
take account of dynamic, personalised and AI-generated content where relevant.
Staff and other users of school systems will be made aware that filtering and monitoring arrangements are in place. Where supported by the technical solution, users will receive an appropriate notification when using a monitored device or system.
Review and Checks
A formal review of filtering and monitoring provision will take place at least once each academic year.
The review will involve:
the senior leader responsible for filtering and monitoring;
the DSL;
relevant IT support;
the responsible governor.
The review will consider:
whether filtering is working appropriately on internet-connected devices in all relevant locations;
whether monitoring arrangements meet the school’s safeguarding needs;
pupil age and risk profile;
vulnerable groups and individual pupils;
emerging technologies and risks;
generative AI;
whether any over-blocking is adversely affecting teaching and learning;
whether staff understand the systems and reporting routes.
The school’s monitoring plan will include, as a minimum, a weekly review of monitoring reports or equivalent recorded monitoring checks appropriate to the systems in use, together with immediate escalation of any high-risk malicious, technical or safeguarding alert.
Additional technical and safeguarding checks will be undertaken at a frequency proportionate to school risk. Checks will be recorded, including:
date;
person undertaking the check;
what was checked;
outcome;
action required.
Any member of staff who becomes aware that harmful material is accessible, legitimate material is unnecessarily blocked, or monitoring appears not to be working must report this promptly.
Responding to Online Safety Concerns
Where a pupil encounters something online that worries, frightens or upsets them, pupils will be taught to:
STOP  →  MOVE AWAY FROM THE CONTENT  →  TELL A TRUSTED ADULT
Pupils will not be blamed for accidentally encountering harmful content.
Staff should:
ensure the pupil is safe;
listen calmly;
avoid unnecessarily viewing, sharing, downloading or copying harmful material;
report safeguarding concerns immediately to the DSL or deputy;
record the concern on CPOMS where it is, or may be, a safeguarding concern;
report relevant technical concerns to IT support;
follow the school’s Child Protection and Safeguarding Policy.
Where appropriate, the DSL may seek advice or make a referral to:
Children’s Social Care;
police;
CEOP;
Prevent/Channel;
other appropriate safeguarding agencies.
CPOMS
CPOMS is Manuden Primary School’s central recording system for online-safety concerns that are, or may be, safeguarding concerns involving pupils. Records should include the concern, actions taken, decisions made, the rationale for decisions and outcomes where known.
The school will not maintain a duplicate online-safety incident log. Routine technical issues which do not involve pupil safeguarding may be recorded through the school’s IT support arrangements.
Where an incident involves a potential data breach, the Data Protection Officer must also be informed in accordance with the school’s data protection procedures.
Concerns About Adults’ Online Conduct
Any concern about an adult’s online behaviour, use of personal devices, communication with pupils, photography or recording, or use of school systems must be reported in accordance with the Child Protection and Safeguarding Policy and Staff Code of Conduct. Staff must not investigate such concerns themselves.
Concerns about the Headteacher must be reported through the route set out in the Child Protection and Safeguarding Policy. Where a concern may meet the threshold for referral to the Local Authority Designated Officer (LADO), the school will follow local safeguarding procedures.
Online Bullying, Harassment and Child-on-Child Abuse
Online behaviour is subject to the same high expectations as behaviour face-to-face.
Online bullying, harassment, discriminatory abuse and threatening behaviour will be addressed in accordance with the school’s:
Behaviour Policy;
Anti-Bullying Policy;
Child Protection and Safeguarding Policy.
Online behaviour outside school may be addressed by the school where it affects:
the safety or wellbeing of a pupil or member of staff;
relationships within school;
the orderly running of the school;
the reputation of the school;
safeguarding.
Sexual harassment, sexual violence and harmful sexual behaviour online are safeguarding matters and must be reported to the DSL. This includes concerns involving:
requests for nude or semi-nude images;
sharing of intimate images;
sexualised messages;
coercion or threats;
AI-generated sexual images;
deepfake or digitally altered intimate imagery;
financially motivated sexual extortion.
Staff must not dismiss such behaviour as banter or an inevitable part of growing up.
Generative Artificial Intelligence
Generative artificial intelligence can provide useful educational opportunities but also presents safeguarding, data protection, accuracy, bias and intellectual-property risks. The school will take a cautious, purposeful approach.
Staff Use of AI
Staff may only use AI tools in accordance with school-approved arrangements. Staff must:
use professional judgement;
check AI-generated information for accuracy and appropriateness;
remain responsible for all final professional work;
not enter personal, confidential, sensitive, safeguarding or identifiable pupil or staff information into generative AI systems unless the specific use has been approved following appropriate data-protection and IT advice;
follow data-protection requirements;
use school-approved tools where specified;
disclose or acknowledge AI use where school procedures require it.
AI must not replace professional judgement about safeguarding, assessment, teaching or pupils’ needs. Staff should assume that information entered into an AI service may be processed or retained unless the school has established otherwise through an approved arrangement.
Pupil Use of AI
Pupils will only use generative AI in school where:
the educational purpose is clear;
the activity has been approved by the teacher;
the tool is age appropriate;
relevant age restrictions are followed;
appropriate filtering and monitoring are in place;
pupils are appropriately supervised.
Pupils will be taught that AI-generated content may be:
inaccurate;
fabricated;
biased;
misleading;
inappropriate.
They will be taught to question, check and evaluate AI-generated information.
Pupils must not use AI to:
impersonate another person;
bully, humiliate or harass;
create sexual or intimate images of another person;
create harmful or discriminatory content;
submit work dishonestly as their own;
evade school security or filtering arrangements.
Any AI use that raises a safeguarding concern will be reported to the DSL.
Mobile Phones and Smart Technology
Manuden Primary School is a mobile-phone-free school for pupils. Pupils will not have access to mobile phones during the school day, in line with the school’s Behaviour Policy and current statutory guidance.
Where a pupil needs to bring a mobile phone to school, for example because they travel independently, it must:
1. be switched off before entering school;
2. be handed to the school office on arrival;
3. remain securely stored during the school day;
4. be collected when the pupil leaves school.
Pupils must not keep mobile phones in bags, pockets, trays or classrooms. Failure to follow these expectations will be addressed in accordance with the Behaviour Policy.
Smart Watches and Communication Devices
Where a smart watch or similar device can:
send or receive communications;
access the internet;
take photographs;
record audio or video;
these functions must be disabled during the school day. Where this cannot be done satisfactorily, the device may be required to be stored at the school office.
Reasonable adjustments or exceptions may be authorised by the Headteacher where required because of:
disability;
SEND;
medical need;
another exceptional circumstance.
Staff Personal Phones
Staff personal phones should not be used in the presence of pupils except where there is an authorised school purpose or genuine emergency. Personal devices must never be used to:
photograph or record pupils;
contact pupils;
conduct direct school communication with parents where an approved school system is available;
store school safeguarding or confidential information.
Visitors and Volunteers
Visitors and volunteers must follow school instructions relating to personal mobile devices and photography.
Email, Messaging and Online Communication
Staff must use school-approved accounts, platforms and systems for professional communication. Staff must not:
communicate privately with pupils using personal accounts;
give pupils personal social-media details;
use personal social-media messaging to communicate with pupils;
use personal email for confidential school business;
send inappropriate, discriminatory, offensive or unprofessional material.
Communication with parents must use approved school channels. School business may be subject to information-access, safeguarding and data-protection requirements and should always be written professionally.
Remote Education and Off-site Use
Where pupils use school-approved online systems or school-managed devices away from school, the same safeguarding, behaviour and professional-boundary expectations apply.
The school will:
use approved platforms and accounts;
make parents and carers aware of the main platforms or sites pupils are expected to use where appropriate;
ensure staff maintain professional boundaries in remote communication;
apply filtering and monitoring to school-managed devices away from school where technically applicable;
respond to safeguarding concerns through the normal DSL and CPOMS procedures.
Social Media
Only authorised staff may post on official Manuden Primary School social-media accounts. School social-media accounts must:
have appropriate administrative controls;
have more than one authorised administrator wherever practicable;
use secure passwords and multi-factor authentication where available;
comply with safeguarding and data-protection requirements;
use pupil images only in accordance with school permissions and the appropriate lawful basis.
Staff must maintain appropriate professional boundaries online. Staff should not use personal social-media accounts to discuss confidential school matters or post material that breaches professional standards, safeguarding duties or confidentiality. Staff should refer to the Staff Code of Conduct for detailed expectations.
Photographs, Video and Audio
Images and recordings of identifiable pupils are personal data and will be managed in accordance with the school’s data-protection arrangements.
Staff must use school-owned or specifically authorised devices to photograph, film or record pupils for school purposes. Staff must not use personal devices to take or store photographs, video or audio of pupils.
Before publishing or sharing images, the school will:
check relevant permissions and restrictions;
consider the appropriate lawful basis;
consider any safeguarding restrictions;
ensure the use is consistent with the school’s privacy information.
Particular care will be taken before publishing pupil images publicly or through social media.
Photography by Parents and Visitors
The school may set appropriate rules for photography and recording at school events to protect pupil privacy and safeguarding. Parents and visitors must follow any instructions given by the school. Images containing other people’s children must not be publicly shared online without appropriate permission.
Passwords, Accounts and Cyber Security
Users must protect school systems and information. Staff and pupils must:
keep passwords private;
use strong passwords where required;
not use another person’s account;
use multi-factor authentication where provided;
lock devices when unattended;
report suspicious emails, messages or links;
report lost or stolen devices promptly;
not install unauthorised software;
not attempt to bypass school security systems;
follow IT instructions relating to updates and cyber security.
Staff should be alert to phishing, impersonation and financial scams, including those created using AI. Any suspected cyber-security incident must be reported promptly to the Headteacher and/or IT support as appropriate.
New Apps, Platforms and Technology
New technology must not be introduced simply because it is convenient or attractive. Before a new online platform, app, AI tool or digital service involving pupils or personal data is adopted, the school will consider:
educational purpose;
safeguarding risk;
age restrictions;
privacy and data protection;
terms and conditions;
filtering and monitoring;
cyber security;
accessibility and SEND;
whether a Data Protection Impact Assessment is required;
whether parental information or permission is appropriate.
Staff must not create pupil accounts on unapproved platforms without appropriate authorisation.
Online Safety Curriculum
Online safety will be taught through an age-appropriate and progressive curriculum including:
Computing;
Relationships Education;
Health Education;
PSHE;
relevant curriculum opportunities across other subjects.
Teaching will include:
how to report concerns and seek help;
privacy and personal information;
passwords and security;
online relationships;
grooming and unsafe contact;
online bullying;
respectful communication;
image sharing;
digital footprints and reputation;
misinformation and disinformation;
AI-generated content;
critical evaluation of online information;
age restrictions;
online advertising and commercial pressure;
scams and phishing;
online gaming;
healthy and balanced use of technology;
copyright and ownership;
harmful or illegal content.
The curriculum will respond where necessary to emerging risks affecting pupils. External visitors used to support online-safety education will be appropriately checked and their content considered in advance.
Pupils with SEND and Additional Vulnerabilities
We recognise that online risk is not experienced equally by all pupils. Some children may:
find online communication harder to interpret;
be more trusting of strangers;
find it harder to identify manipulation;
have difficulty understanding privacy;
be more vulnerable to bullying or exploitation;
require repeated or adapted teaching.
Online-safety teaching and support will therefore be adapted where necessary. The DSL and SENCo will work together where online risk relates to a pupil’s individual needs.
Working with Parents and Carers
The school recognises that much of children’s online activity takes place outside school. We will support families by sharing relevant information about:
emerging online risks;
apps, games and social media;
age restrictions;
parental controls;
online bullying;
scams;
image sharing;
AI;
healthy technology use;
where to seek help.
Parents should contact the school where online activity outside school is affecting a pupil’s safety, wellbeing or relationships within school. The school will seek to work constructively with families while recognising that safeguarding action may sometimes be required.
Staff Training
All staff will receive online-safety training as part of safeguarding training and induction. Training will include:
online safeguarding risks;
filtering and monitoring;
reporting procedures;
cyber security;
professional online conduct;
emerging technologies and risks where relevant.
Staff will receive updates at least annually and additionally where significant new risks or requirements arise. Governors will receive sufficient information and training to fulfil their safeguarding and filtering and monitoring responsibilities.
Annual Online Safety Review
Online risks change quickly. The school will therefore review its overall approach to online safety at least annually. The review will consider:
significant incidents and CPOMS information;
pupil voice;
curriculum provision;
safeguarding trends;
new technology;
generative AI;
filtering and monitoring;
staff training;
pupil groups who may be particularly vulnerable;
feedback from staff, pupils and parents where relevant.
An online-safety risk assessment will support this review. Actions identified will be included within safeguarding, curriculum, technology or school-improvement planning as appropriate.
Monitoring and Governance
The Headteacher and DSL will monitor implementation of this policy. Governors will receive appropriate information to enable them to assure themselves that:
online safety is embedded within safeguarding;
significant risks are being addressed;
appropriate filtering and monitoring are operating;
staff understand their responsibilities;
children are being taught how to remain safe online.
Information shared with governors will protect individual confidentiality.
This policy will be reviewed annually and earlier where statutory guidance, safeguarding risks, technology, filtering and monitoring arrangements or school systems change materially.


Appendix 1 – Manuden Primary School Pupil Online Safety Rules
SAFE  –  RESPECTFUL  –  READY ONLINE
When using technology at Manuden Primary School:
	I will be SAFE
	I will be RESPECTFUL
	I will be READY

	• I will use school technology only for activities agreed by an adult.
• I will keep my passwords private.
• I will not share personal information such as my address, telephone number or passwords.
• I will tell an adult if anything online worries, frightens or confuses me.
• I will not arrange to meet someone I only know online.
• I will not try to bypass school security or filtering.
• I will only use AI or other online tools when my teacher has said I may.
	• I will use kind and appropriate language online.
• I will not bully, threaten or deliberately upset another person.
• I will not take, change or share someone’s image without permission.
• I will respect other people’s work, files and accounts.
• I will tell an adult if someone is being treated badly online.
	• I will use technology for learning when asked.
• I will follow instructions from adults.
• I will think carefully about whether online information is reliable.
• I will remember that AI and websites can give incorrect or misleading information.
• I will ask for help when I am unsure.


Mobile Phones
Manuden Primary School is a mobile-phone-free school.
If I need to bring a mobile phone to school, I understand that it must be:
SWITCHED OFF  →  HANDED TO THE OFFICE  →  STORED DURING THE DAY  →  COLLECTED WHEN I LEAVE
I understand that these rules are designed to keep me and other people safe. If I make a mistake online, I will tell an adult so that they can help me.
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